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Resource List for Remote Workforce

Federal Trade Commission:

Online security tips for working from home (March 18, 2020 consumer blog post)
https://www.consumer.ftc.gov/blog/2020/03/online-security-tips-working-home

Stay safe while video conferencing (April 16, 2020 consumer blog post)
https://www.consumer.ftc.gov/blog/2020/04/stay-safe-while-video-conferencing

Video conferencing: 10 privacy tips for your business (April 16, 2020 business blog post)
https://www.ftc.gov/news-events/blogs/business-blog/2020/04/video-conferencing-10-privacy-tips-
your-business

Secure Remote Access (business information sheet)
https://lwww.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/securing-remote-
access-to-your-network

Cybersecurity for Small Businesses
https://iwww.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity

Cybersecurity & Infrastructure Security Agency:

Telework Guidance and Resources (April 16, 2020 resource hub to assist organizations and
teleworkers to be secure when working remotely)
https://www.cisa.gov/telework

Federal Bureau of Investigation:

FBI Warns of Teleconferencing and Online Classroom Hijacking During COVID-19 Pandemic
(March 30, 2020)
https://lwww.fbi.gov/contact-us/field-offices/boston/news/press-releases/fbi-warns-of-
teleconferencing-and-online-classroom-hijacking-during-covid-19-pandemic

FBI Releases Guidance on Defending Against VTC Hijacking and Zoom-bombing (April 2, 2020)
https://www.us-cert.gov/ncas/current-activity/2020/04/02/fbi-releases-guidance-defending-against-
vtc-hijacking-and-zoom
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National Institute of Standards and Technology, U.S. Department of Commerce:

Telework Security Basics (March 19, 2020)
https://www.nist.gov/blogs/cybersecurity-insights/telework-security-basics

Mitigating the Risk of Software Vulnerabilities by Adopting a Secure Software Development
Framework (April 23, 2020)
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04232020.pdf

User’s Guide to Telework and Bring Your Own Device (BYOD) Security (July 2016)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-114r1.pdf

National Cyber Security Alliance:

NCSA & SBA Small Business Resources
https://staysafeonline.org/cybersecure-business/ncsa-sba-small-business-resources/

Telework Cybersecurity Best Practices
https://staysafeonline.org/resource/telework-cybersecurity-best-practices/

CyberSecure My Business™ national program helping small and medium-sized businesses (SMBs)
https://staysafeonline.org/cybersecure-business/related-links/

STOP. THINK. CONNECT Campaign of The Anti-Phishing Working Group (APWG) and National
Cyber Security Alliance (NCSA); supported by The U.S. Department of Homeland Security:

Privacy is Good for Business
https://www.stopthinkconnect.org/resources/preview/tip-sheet-privacy-is-good-for-business

Privacy Tips for Businesses Infographic
https://www.stopthinkconnect.org/resources/preview/privacy-tips-for-businesses-infographic

Technology Checklist for Businesses
https://www.stopthinkconnect.org/resources/preview/technology-checklist-for-businesses

Privacy Tips for Using Public Computers & Wireless Networks
https://www.stopthinkconnect.org/resources/preview/privacy-tips-for-using-public-computers-and-
wireless-networks

Stay #CyberAware While On the Go — Safety Tips for Mobile Devices

https://www.stopthinkconnect.org/resources/preview/tip-sheet-stay-cyberaware-while-on-the-go-
safety-tips-for-mobile-devices
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